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Statement Accompanying PNI Certificate
EB Docket No. 6-36

Red Sky Global Consulting, Inc. (the "Company'') oes not use, disclose or permit access to
Customer Proprietary Network Information ("CPNI' except as permitted or required by law
pursuant to 47 U.S.C. § 222. The safeguards set fo in Sections I and J below are followed by
the Company, and, to the extent that the Company ds it necessary to use, disclose or permit
access to CPNI, the operating procedures in Sections -H below are observed.

A. Definitions. The terms used in this Statement ave the same meaning as set forth in 47
C.F.R. §64.2003.

B. Use of CPN!. It is the Company's policy that the Company may use, disclose, or pennit
access to CPNI for the purpose ofproviding or marke~service offerings among the categories
of service (i.e., local, interexchange, and interconne ed VOIP) to which the customer already
subscribes from the Company, without customer appr val.

To the extent that the Company provides differe categories of service, and a customer
subscribes to more than one category of service 0 red by the Company, the Company may
share CPNI among the Company's affiliated entitiJs that provide a service offering to the
customer. However, to the extent that the Company ~rovides different categories of service, but
a customer does not subscribe to more than one off~g, the Company does not share CPNI with
its affiliates, except by following the requirements des I ribed herein.

The Company does not use, disclose, or permit access to CPNI to market to a customer any
service offerings that are within a category of servicJ to which the subscriber does not already
subscribe from the Company, unless the Comp has customer approval to do so. The
Company does not use, disclose or permit access to C NI to identify or track customers that call
competing service providers.

Notwithstanding the forgoing, it is the Company's pol cy that the Company may use, disclose, or
permit access to CPNI to protect the rights or prope~ of the Company, or to protect users of
those services and other carriers from fraudulent, abu 've, or unlawful use of, or subscription to,
such services.

C. Customer Approvals.

It is the Company's policy that the Company may obtain approval through written, oral or
electronic methods. The Company acknowledges it bears the burden of demonstrating that
any oral approvals have been given in compliance '11h the Commission's rules. The Company
honors all approvals or disapprovals to use, disclose, ?r permit access to a customer's CPNI until
the customer revokes or limits such approval or disap roval. The Company maintains records of
approval, regardless of the form ofsuch approval, for least one year.

Opt-Out and Opt-In Approval Processes. It is the Co pany's policy that it may, subject to opt­
out approval or opt-in approval, use its customer's in vidually identifiable CPNI for the purpose
of marketing communications-related services to that ustomer. It is the Company's policy that it
may, subject to opt-out approval or opt-in appr aI, disclose its customer's individually
identifiable CPNI, for the purpose of marketing communications-related services to that
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customer, to its agents and its affiliates that provid communications-related services; and its
joint venture partners and independent contractors wh do the same. It is the Company's policy
that it may also permit such persons or entities to ob 'n access to such CPNI for such purposes.
Except as provided herein, or as otherwise provided' Section 222 of the Communications Act
of 1934, as amended, the Company only uses, disc oses, or permits access to its customers'
individually identifiable CPNI subject to 0 t-in a ro aI.

D. Notice Required For Use Of Customer Prop 'etary Network Information. It is the
Company's policy that prior to any solicitation for cu~tomer approval, notification is provided to
the customer ofthe customer's right to restrict use of, llisclosure of, and access to that customer's
CPNI. The Company maintains such records of noti~cation,whether oral, written or electronic,
for at least one year. It is the Company's policy thatlindividual notice to customers is provided
when soliciting approval to use, disclose, or permit access to customers' CPNI.

E. Notice Content Requirements. Company nltices must comply with the follo\\wg
requirements:

1. Notices must provide sufficient information to e.pable the customer to make an informed
decision as to whether to permit the Company to use, disclose, or permit access to, the customer's

CPNI. 1
2. Notices must state that the customer has a right, d the Company has a duty, under federal
law, to protect the confidentiality ofCPNI. 1
3. Notices must specify the types of information tha constitute CPNI and the specific entities
that will receive the CPNI, describe the purposes for Iwhich CPNI will be used, and inform the
customer of his or her right to disapprove those uses and deny or withdraw access to CPNI at
any time.

4. Notices must advise the customer of the precise ste the customer must take in order to grant
or deny access to CPN1, and must clearly state ilia a denial of approval will not affect the
provision ofany services to which the customer sUbscfbes.

5. Notices must be comprehensible and must not be misleading.

6. To the extent that written Notices are provided, the otices are clearly legible, use sufficiently
large type, and are placed in an area so as to be readil apparent to a customer.

7. If any portion of a Notice is translated into anoth language, then all portions of the Notice
must be translated into that language.

8. The Notice may state that the customer's approval to use CPNI may enhance the Company's
ability to offer products and services tailored to the c stomer's needs. The Notice may also state
that the Company may be compelled to disclose CP to any person upon affirmative written
request by the customer.

9. Notices may not include in the notification any sta ment attempting to encourage a customer
to freeze third-party access to CPN!.
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10. Notices must state that any approval, or denial of pproval for the use of CPNI outside ofthe
service to which the customer already subscribes fro the Company is valid until the customer
affirmatively revokes or limits such approval or denial

11. The Company's solicitation for approval must b proximate to the Notice of a customer's
CPNI rights.

F. Opt-Out Notice Requirements. It is the Comp y's policy that Notices to obtain opt-out
approval be given only through electronic or written methods, and not by oral communication
(except as provided with respect to one-time use of C I below).

The contents of any such notification must compl with the Notice Content Requirements
described above.

It is the Company's policy to wait a 30-day minim period of time after giving customers
notice and an opportunity to opt-out before ass . Ig customer approval to use, disclose, or
permit access to CPN!. This 30-day minimum period is calculated as follows: (1) In the case of
an electronic form of notification, the waiting period shall begin to run from the date on which
the Notice was sent; and (2) In the case of Notice by ail, the waiting period shall begin to run
on the third day following the date that the nOtificati~n was mailed. It is the Company's policy
to notify customers as to the applicable waiting periOd(Or a response before approval is assumed.

For those instances in which the Company uses the opt-out mechanism, the Company provides
notices to applicable customers every two years.

For those instances in which the Company uses e-mail to provide opt-out notices, the Company
follows the additional requirements in addition to the requirements generally applicable to
notification:

(1) The Company must obtain express, verifiable, pri r approval from consumers to send notices
via e-mail regarding their service in general, or CPN!rparticular;

(2) The Company must allow customers to reply dirIY to e-mails containing CPN! notices in
order to opt-out;

(3) Opt-out e-mail notices that are returned to the Co pany as undeliverable must be sent to the
customer in another form before the Company considrlrs the customer to have received notice;

(4) The subject line ofthe message must clearly and curately identitY the subject matter of the
e-mail: and I

(5) The Company makes available to every customer kmethod to opt-out that is of no additional
cost to the customer and that is available 24 hours a ruiy, seven days a week.

G. Opt-In Notice Requirements. It is the Camp y's policy that Notices to obtain opt-in
approval be given though oral, written, or electro 'c methods. The contents of any such
notification must comply with the Notice Content Req' ents described above.
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H. One-Time Use of CPNI Notice Requirements. 'Illie Company may use oral notice to obtain
limited, one-time use of CPNI for inbound and out und customer telephone contacts for the
duration of the call. The Company requires that e contents of any such notification must
comply with the Notice Content Requirements desc . ed above, except that the Company may
omit any of the following notice provisions if not elevant to the limited use for which the
Company seeks CPNI:

(l) The requirement that the Company advise custo ers that if they have opted-out previously,
no action is needed to maintain the opt-out election;

(2) The requirement that the Company advise custorpers that they may share CPNI with their
affiliates or third-parties and need not name those e~'ties, if the limited CPNI usage will not
result in use by, or disclosure to, an affiliate or third-p ;

(3) The requirement that the Company disclose the eans by which a customer can deny or
withdraw future access to CPN!, so long as eXPlana~ n is given to customers that the scope of
the approval the Company seeks is limited to one-tim I use; and

(4) The Company may omit disclosure of the precise ~eps a customer must take in order to grant
or deny access to CPN], as long as the Company clearly communicates that the customer can
deny access to his CPN] for the call. I

I. Safeguards Required for the Use of CPNI. It ~s the policy of the Company to train its
personnel as to the circumstances under which CPN,ay, and may not, be used or disclosed. In
addition, the Company has established a written sciplinary process in instances where its
personnel do not comply with established policies. ] is the Company's policy to require that a
record be maintained of its own and its affiliates' s~s and marketing campaigns that use their
customers' CPNI. The Company maintains a record of all instances where CPNI was disclosed
or provided to other third-parties, or where third-partibs were allowed to access such CPN!. The
record includes a description ofeach campaign, the spbcific ePNI that was used in the campaign,
and what products and services were offered as a part bfthe campaign. Such records are retained
for a minimum ofone year.

The Company has established a mandatory supervi ry review process regarding compliance
with CPN] rules for outbound marketing. Sales pers el must obtain supervisory approval of
any proposed outbound marketing request for cus mer approval. The Company's policies
require that records pertaining to such carrier comPlfnce be retained for a minimum period of
one year. I

In compliance with Section 64.2009(e), the Comp~y will prepare a "compliance certificate"
signed by an officer on an annual basis stating that the officer has personal knowledge that the
Company has established operating procedures that :he adequate to ensure compliance with 47
C.F.R. § 64.2001 et seq. The certificate is to be accof-panied by this statement and will be filed
in EB Docket No. 06-36 annually on or before March 1, for data pertaining to the previous
calendar year. This filing will include an explanati0f of any actions taken against data brokers
and a summary ofall customer complaints received' the past year concerning the unauthorized
release ofCPNI.
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It is the Company's policy to provide written notice t· the FCC within five business days of any
instance where the opt-out mechanisms do not work p operly, such that a consumer's inability to
opt-out is more than an anomaly. The written notice s all comply with 47 C.F.R. §64.2009(f).

J. Safeguards on the Disclosure of CPNI. It is e Company's policy to take reasonable
measures to discover and protect against attempts gain unauthorized access to CPNI. The
Company will properly authenticate a customer pri to disclosing CPNl based on customer­
initiated telephone contact, online access, or in-store Visit, if applicable.

K. Notification of CPNI Security Breaches.

(I) It is the Company's policy to notifY law enforce~entof a breach in its customers' CPNI as
provided in this section. The Company will not nftifY its customers or disclose the breach
publicly until it has completed the process of n0titYifg law enforcement pursuant to paragraph

(2). .• I

(2) As soon as practicable, and in no event later~ seven (7) business days after reasonable
determination of the breach, the Company will eleqronically notifY the United States Secret
Services (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting
facility. I

(a) Notwithstanding state law to the contrary, the co~pany shall not notifY customers or disclose
the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI, except as provided in paragraphs (b) and (C)'L
(b) If the Company believes that there is an extraor' 'ly urgent need to notifY any class of
affected customers sooner than otherwise allowed I under paragraph (a), in order to avoid
immediate and irreparable harm, it will so indicatte in its notification and may proceed to
immediately notifY its affected customers only after 4onsultation with the relevant investigation
agency. The Company will cooperate with the relevant investigating agency's request to
minimize any adverse effects of such customer notificktion.

(c) If the relevant investigating agency determines Jat public disclosure or notice to customer
would impede or compromise an ongoing or potentitcriminal investigation or national security,
such agency may direct the carrier not to so disclos or notifY for an initial period of up to 30
days. Such period may be extended by the agency reasonably necessary in the judgment of
the agency. If such direction is given, the agency sh~l notifY the carrier when it appears that the
public disclosure or notice to affected customers will~O longer impede or compromise a criminal
investigation or national security. The agency shall rovide in writing its initial direction to the
carrier, any subsequent extension, and any notifica: 'on that notice will no longer impede or
compromise a criminal investigation or natio security and such writings shall be
contemporaneously logged on the same reporting f: "ty that contains records of notifications
filed by the Company.

(3) Customer Notification. After the Company h notified law enforcement pursuant to
paragraph (2), it will notify its customers of breach of

l

ose customers' CPNI.

(4) Recordkeeping. The Company will maintain ~ record, electronically or in some other
manner, of any breaches discovered, notifications mlKIe to the USSS and the FBI pursuant to
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paragraph (2), and notifications made to customers. e record will include, if available, dates
of discovery and notification, a detailed description of the CPNI that was the subject of the
breach, and the circumstances of the breach. The Company will maintain the record for a
minimum of2 years.


